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« 201558RH:FAIERZLHFEER(NSA)IX. MEFHEMES I ,
BEMEBITISVEHRER L, |

https://www.nsa.gov/ia/programs/suiteb cryptography/

. BEORETFHERKEBROT—ayTS I
201541 A, DIMACS Workshop on The Mathematics of Post-Quantum Cryptography S, | 4
http://dimacs.rutgers.edu/Workshops/Post-Quantum/ =

2015448, NIST Workshop on Cybersecurity in a Post-Quantum World N'SI-
http://www.nist.gov/itl/csd/ct/post-quantum-crypto-workshop-2015.cfm

201549 A, Dagstuhl Seminar - Quantum Cryptanalysis i
https://www.dagstuhl.de/en/program/calendar/semhp/?semnr=15371 Fﬁw SCHLOSS DAGSTUHL

Leibniz-Zentrum fiir Informatik

20154 10H, ESTI Workshop on Quantum-safe Cryptography .
ETSI(___
201652 A, PQCrypto 2016: https://pgcrypto2016.jp/ C \ Y

- MEFHE#BESEFROXEHR IOV

Post-quantum cryptography for long-term security: http://pgcrypto.eu.org/

CROSSING: https://www.crossing.tu-darmstadt.de/ 9 V74 —

JST CREST K&&5#(¥#: https://cryptomath-crest.jp/ CROSSING
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https://www.nsa.gov/ia/programs/suiteb_cryptography/
http://dimacs.rutgers.edu/Workshops/Post-Quantum/
http://www.nist.gov/itl/csd/ct/post-quantum-crypto-workshop-2015.cfm
https://www.dagstuhl.de/en/program/calendar/semhp/?semnr=15371
https://pqcrypto2016.jp/
http://pqcrypto.eu.org/
https://www.crossing.tu-darmstadt.de/
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The Seventh International Conference
on Post-Quantum Cryptography

Fukuoka, Japan, February 24-26, 2016
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http://csrc.nist.gov/groups/ST/post-quantum-crypto/ ler

NHBESIVEIT17Z2 A5 (201711 A 308 ~ 1)
- f3z LA R (key exchange)
- BE51t (public-key encryption)
- T4DRILES (digital signature)

BHE AR, 3~VSENMTTREMLDFEEZTHET D,

*Ijl éhéé&?ﬁﬁ%
- & FHES (Lattice-based cryptography)
- FI 51§ 5 (Code-based cryptography)
- ZEEHZIERARES (Multivariate polynomial cryptography)
- 1\ 2B #E A (Hash-based signature)
- RIFEE&IE S (Isogeny-based cryptography)

07/28



e 4

24K (6914)

- WBFHES (244)

Compact LWE, CRYSTALS-DILITHIUM, CRYSTALS-KYBER, Ding Key Exchange,
DRS, EMBLEM and R.EMBLEM, FALCON, Frodo, HILAS5, KINDI, LAC, LIMA, Lizard,
LOTUS, NewHope, NTRU-HRSS-KEM, NTRU Prime, NTRUEnNcrypt, Odd Manhattan,
PgNTRUSIgn, qTESLA, Round2, SABER, Titanium

- HSEES (164)
BIG QUAKE, BIKE, Classic McEliece, DAGS, Edon-K, HQC, LEDAkem, LEDApkc,
McNie, NTS-KEM, pgsigRM, QC-MDPC KEM, RaCoSS, Ramstake, RLCE-KEM, RQC

- BZEHZEAMRES (10#4)

CFPKM, DME, DualModeMS, GeMSS, Gui, HIMQ-3, LUOV, MQDSS, Rainbow, SRTPI

o IV ABBES 2#H)

Gravity-SPHINCS, SPHINCS+

- REEZES (14)

SIKE

- ZTOfth (164)

Giophantus, Guess Again, HK17, LAKE, Lepton, LOCKER, Mersenne-756839,

OKCN/AKCN/CNKE, Ouroboros-R, Picnic, Post-quantum RSAENcryption, Post-quantum

RSASignature, RankSign, RVB, Three Bears, WalnutDSA
N
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ZEWZ IR K AE R RE
(MQRIx8)

RGN - 2,={0,1,2,....6}Z2 R ET DIMED2E AL IA

f, (X, X,) =2X +5XX, + X5 +3X, +5x%, +1

= (X, X,) =6X"+4X X, +2X, +6X, + 2

(X0 %) = 3% +6XX, + 6%, +2X%, +3

f1(X1,%0) = fo(Xq,X0) = fa(Xy, X)) = O Zim/= T fEE — DK B.
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B _ (1) (1) 1) _
(X0 X)) = D ax X, + > bPx +c =d,
1<i, j<n 1<i<n

_ (2) (2) (2)
f,(%0 %)= D ai?xx, + D> biPx +c? =d,
- 1<i, j<n 1<i<n
_ (m) (m) (m) _
fo (X X)) = D0 ai™xx + Y b™x +c™ =d
— 1<i, j<n 1<i<n
K) (k) (K _
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O((m(5™ "))

reg

CIT.2<w<B &L T Ay [(FZEHZEX AT LNORFDEH.

Reference:
[1] Faugere, J.C., A New Efficient Algorithm for Computing Grébner Bases (F4)",

Journal of Pure and Applied Algebra, vol. 139, 1999.
[2] Faugere, J.C., A New Efficient Algorithm for Computing Grébner Bases (F5)",

ISSAC, ACM, 2002.
[3] Bettale, L., Faugere, J.C. and Perret L., Hybrid approach for solving multivariate

systems over finite fields", J. Math. Crypt. vol. 2, 2008.
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il Schemes m,n HIRIA
I 15 T\ m = 2n Fa
I1 IFi+5 17 I\ m = 2n Fos
111 15 /720 m =2n  Fay
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https://www.mqgchallenge.org/

Fukuoka MQ Challeng
N < S\ N\ ‘
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Type III

Type 1 Type 11 Type IV Type VI

Number of i
) Seed Computational
Variables Date Contestants Data
(n) (0,1,2,3,4) Resource
n

MNew hybridized
XL related

algorithm,
74 0 2016/12/17 Antoine Joux Heterogeneous Details 18 hOUFS

cluster of Intel 448 cores

Xeon @ 2.7-3.5
Ghz

Parallel

74 4 2017/11/15 N:Zi_itzr;n Crossbred, 54 Setails 32.86 hours
: S 54 GPUs

, GPUs in the
Niederhagen
Saber cluster
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63 126
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65 130
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67 134
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70 140
71 142
72 144
73 146
74 148
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23537

80245

30553
266460
654780
1001580
676200

5976
11268
21888
35316
49824
92484
184284
354204
772020
824760
1629540
3409920
6722784
13323132
29649780

221184
405504
552960
1179648
2211840
3922329
6871449

14515200 (?)

unit: second

35000000

30000000

25000000

20000000

15000000

10000000

5000000
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Chou, Niederhagen, Yang ==—Ning, Niederhagen

R ECEx — Type [ (GF(2), m = 2n)

MQ Challenge Type I Record

p—
60 61 62 63 64 65 66 67 68 69 70 71 72 73 T4

Joux
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BFIEEDTZEH

1 RIEILZEANTRIL by, ..., b, ER™ D ZF1FH DR
#%FL(by, ....b,) = {3 x:by, x; € Z}.

Shortest Vector Problem (SVP)
Input: #&FLDE/ED,,...,b, ER™
Output: FEZEDRAZ NI,/

NP-hard 7ZZEREE L THE S THIFE
Ajtai 1996, Regev 20057%&  Shortest vectors,
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https://www.latticechallenge.org/

o SVP F¥L2¥ [ &FFvL P (2008FH5)
o« ATTILEFFrLUY (2013FEM5)

« LWE 9’-&'1//“‘ (2016&75“:)

TU DARMSTADT,
LATTICE

CHALLENGE

INTRODUCTION

Submission
Welcome to the lattice challenge.

Building upon a popular paper by Ajtai [1], we have constructed lattice bases for which the
solution of SVP implies a solution of SVP in all lattices of a certain smaller dimension. This

DOWNLOAD

|

does not mean that one can solve all instances simultaneously, but rather that one can solve Format of Challenge Files
even the worst case instances. We think these lattice bases are hard instances and most | .

fitting to test and compare modern lattice reduction algorithms.
C ’ Toy Challenges in Dimension /27
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Gaussian Heuristics (GH):
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\/,}T[.
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\/,:T.{.
= SERGRA T 7L FF LY
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- (det £)/™

1.05 (det £)1/™
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SVPZEfE{EELZT7ILO) X L
(1) B FEEMHRENE

LLL (Lenstra—Lenstra—Lovasz)7J/L3!') X L
BKZ (Block Korkine-Zolotarev)7 JL31) X L

- ZIRZKE + FR R ORI VERRE

(2) 51ZFI& (Extreme pruning [Gama-Nguyen-Regev 2010])
- B§RS: 2000 AEY: BIEX Y AR

(3) gﬁilf (Gauss sieve algorithm [Micciancio-Voulgaris 2010])
- BFfE: 200, AF1): 20()

(4) TDith
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REEDERT. AN ZEX g(x) = 22" + 145E
1SN 5,

» [Micciancio-Voulgaris 2010] AN7MLOK[EFEE -

AL 1T T7IIEFICNTIERENDSEIE ~
* [Schneider 2011] g(x) = x3? + 1 THEREINS
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http://en.wikipedia.org/wiki/File:Thumbs-up-icon.png
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Z el

128 RTTAT 7 ILEFF VLo

ATTILEF g(x) =x1?8 +1
2,688 ALy Amazon EC2
&51%930,000 CPU B4

S LIEFHI o605 5E:

HALL OF FAME
Position Dimension Index Seed Euchrean Contestant Solution Using Tdead ‘Subm.
norm Structure Date
1 128 256 0 2059 Tsukasa Isﬂii%zrfélﬂgl:\jggﬁi KTig/‘c()g;)?to, Yutaka vec yes (2)21131
2 108 394 0 2669 Tsukasa Isa!ig;/grl(oé,s'lhs,lgig:ﬁi lﬁ_lg/sg;]ci)to, Yutaka vec yes 2031__;—
3 100 202 0 2660 Po-Chun Kuo, Po-Hsiang Hao vec no SU24/2
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IDEALLAIﬂCE‘*

CHAI:LENﬁE
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9 4

H = = =
Progressive BKZ D5t & = i lE SVP HALL OF FAME
1/n -
Din]en iOIl l- det / Position Dimension Index Seed Eu;:::l:lan Contestant Solution
S 5 5
blocksize|log, (Time[sec]) 1 130 131 0 201 Shang-Yi Yang vec
— = 2 130 262 0 3000 Jean-Christophe Deneuville vec
Q)-,)O 77 ]. 7.-) 3 130 262 0 3004  Kenii KASHIV\/TPE%AURY/Zand Tadanori vec
s ‘ ¢
600 102 20 1 a 128 255 0 2924 Kenji KASHIWT/?EEF»(/?JF;/;and Tadanori o
650 114 243 |  isikesaishiguro,Shinsaky
9] . Tsukasa Ishiguro, Shinsaku
5 128 256 0 2959 Kiyomoto, Yutaka Miyake, vec
700 124 285 Tsuyoshi Takagi
K00 145 40.2 APPROX-SVP HALL OF FAME
£ =S B
900 163 325 .
. - Position Dimension Index Seed Eu|¢1:‘l:::i:1an Contestant Solution
1000 ]'82 672 Yuntao Wang; Yoshinori Aono:
652 653 0 626850 Takuya Hayashi; ]
Tsuyoshi Ta 224 0 SeC
Yuntao Wang; Yost... N
2 652 653 o 626936 Takuya Hayashi; Tsuyoshl Takag[ Yes
3 652 653 0 661210 Jean-Christophe Deneuville vec
Yuntao Wang, Yoshinori Aono,
3 692 633 L 691949 Takuya Hayashi, Tsuyoshi Takagi yes
5 600 601 0 542883 Jean-Christophe Deneuville

5 K F
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BFES
Ding Key Exchange (f#35#z)
AES 128 LR )LD R LM

F7)X: 848 /A (
RT: 896 / Ak

ARk 1.313YR
==54t: 1.71 YR
B#51: 1.19zy#

ZEWZRAES

Rainbow (F44ILE4%)
AES 128 LN )LDZREH

RSIES
Classic McEliece (&5 1k)
AES 256 LRNILD R E M4

NBHEE148.5 FA/NA+
MEZEBE: 97.9 O/ 1k
EZ: 64\ 1h+

NEASE-1357.8F O/ A+
=g 14.1 X0/ 1k
E23: 240 /N 1(

SRAER: 394 3)F)
ELZAR: 0.182 )
ELZEE: 0.106 Y

AR 1938.1 YR
=24t: 0.095 YR
#£#51: 0.148 3

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Round-1-Submissions
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